Abstract. Ambient Assisted Living (AAL) is a promising and fast growing area of technologies and services to assist people with special needs (e.g. elderly or disabled) in managing more independently their everyday life. AAL is founded on increasing needs for welfare technologies, as well as on significant effort from many scientific disciplines, the society, and the industry. The research has so far been primarily concentrated on elicitation of the functional aspects and on providing the technical solutions for the AAL systems and services. The problem of eliciting non-functional requirements and quality characteristics that are specific and critical for AAL, however, has been addressed to a much lesser extent. Failing to ensure the necessary system and service quality regarding critical characteristics may represent a significant obstacle to the wider acceptance of AAL in the society. There is hence a need to increase awareness of quality of AAL systems and services by providing the necessary supplement to the established state of the art. This paper reports on the process and the results from elicitation of AAL specific quality characteristics. The approach is based on established reference architectures and roadmapping material, as well as the ISO/IEC 9126 software product quality standard. The paper demonstrates how to do the elicitation in practice, and proposes the set of quality characteristics that are most important in the AAL context.
Introduction
Ambient Assisted Living (AAL) [8, 14] is a growing application domain of Ambient Intelligence [3] , and is characterized by responsive ICT systems that are used for empowering people with special needs for managing their everyday activities. The goal is to make the life of the end users more comfortable and independent, supporting them in maintaining an active and creative participation in the community and in their preferred living environment. Due to the societal and demographical changes in the society of today, the need for welfare technologies in general and AAL systems and services in particular, is growing. This is also clearly recognized at EU level with the Horizon 2020 funding programme [6] , where health, demographic change and wellbeing constitute one of the identified focus areas, and ICT is stressed as one of the key enabling technologies. Moreover, significant effort from many scientific disciplines and the industry is driving the development of the AAL technologies and application areas.
The AAL research and development activities have so far primarily concentrated on elicitation of the functional aspects, as well as on providing the technical solutions for the AAL systems and services [16] ; there are few approaches on how to do a systematic elicitation of the AAL-specific non-functional characteristics. Such characteristics should be taken into account already during development as inherent aspects of the very architecture and design of AAL systems. It is crucial for the acceptance of the AAL technologies that they are able to fulfill and verify both functional and non-functional requirements, taking into account all relevant stakeholders.
The main contribution of this paper is twofold. First, we propose an approach to elicit, weight and document non-functional requirements in terms of so-called quality characteristics. The approach is based on international standards on software product quality, as well as AAL reference architectures and roadmapping as proposed by leading communities in the field. Second, we report on our results of using this approach by documenting the most important AAL quality characteristics. These characteristics can be understood as a necessary and adequate complement to existing reference architectures, and serve as guidance for service developers and providers.
The rest of the paper is organized as follows. In Section 2 we describe the underlying basis for our work, both on AAL and on product quality, and we describe our methodological approach. In Section 3 we describe in more details the process undergone for how to do the elicitation of the quality characteristics, and in Section 4 we present the results. In Section 5 we discuss the threats to validity and reliability, addressing in detail the particular uncertainties related to the process undergone and the results. Related work is briefly summarized in Section 6, before concluding and proposing directions for future work in Section 7.
Background
The specification and evaluation of software product quality requires the product to be at hand, either as a requirements statement, as a design document, or as an implementation. When addressing AAL systems and services in general, as in this paper, there are basically two ways of approaching quality specification and evaluation, namely bottomup or top-down. The bottom-up approach is to select a set of representative AAL systems and define the quality characteristics for each of them, before consolidating the results. The top-down approach is to use a generic specification of AAL systems and define the quality characteristics that are appropriate at this level. These characteristics should then be adequate for all instances of the generic specification.
In our work we have used the top-down approach by carefully selecting AAL documentations that are developed by leading communities, that span most application domains, and that serve as a common abstraction of typical use cases and system instances. First, at the level of AAL architecture, we have adopted the reference architecture [13] of the universAAL FP7 research project [12] . Generally, the purpose of a reference architecture is to generalize and extract common functions and configurations, and to provide a base for instantiating target systems that use that common base more reliably and cost effectively [15] . Complementing a reference architecture with adequate quality characteristics should serve the same purpose for such non-functional requirements.
Second, at the level of use cases, usage areas, users and recent driving developments within AAL, we have used the AALIANCE Ambient Assisted Living Roadmap [14] which is a comprehensive roadmap and strategic guidance for R&D approaches in the AAL context.
As a basis for the elicitation of the adequate quality characteristics, we used the standardized ISO/IEC 9126 series on product quality in software engineering [9] . ISO/IEC 9126 provides an established specification of decomposed quality notions with their qualitative and quantitative definitions. The clear advantage of this international standard for expressing quality characteristics, is the possibility of comparing one system with another. The standard defines a quality model for external and internal quality, and for quality in use. External quality is the totality of the characteristics of the software product from an external view when the software is executed. Internal quality is the totality of characteristics from an internal view and is used to specify properties of interim products. The characteristics of the internal and external quality model are functionality, reliability, usability, efficiency, maintainability and portability. These are in turn decomposed into a total of 34 sub-characteristics. Quality in use is the user's view of the quality of the software product when it is used in a specific environment and a specific context of use. The quality in use characteristics are effectiveness, productivity, safety and satisfaction.
Determining the adequate quality characteristics for a specific product obviously depends on who the relevant stakeholders are. In our approach we have aimed for the identification of generic quality characteristics independent of the concrete stakeholders in the specific AAL system instances. However, the quality characteristics should capture the requirements and expectations of AAL service providers and consumers; quality in use should in particular ensure that users can achieve their goals in a particular environment [9] . To ensure as much as possible an objective and unbiased quality elicitation, the process was conducted in two independent strands by two separate groups. One group consisted of experts from the AAL domain who conducted the elicitation based on their experience and expertise, and by actively using the universAAL reference architecture [13] as the normative specification of AAL systems and services. We refer to this strand as Domain Expert Judgment (DEJ) based process.
The other group consisted of experts on security and quality assessment who conducted the elicitation by a thematic analysis [7] of the AALIANCE Roadmap [14] . Thematic analysis is one of commonly used methods of qualitative research analysis. In thematic analysis, data are explored and coded according to patterns or commonalities (themes). The codes emerge as the data are examined. Then, the codes are analyzed by comparing theme frequencies and the relationships between the themes. We refer to this strand as Thematic Analysis (TA) based process.
Both the DEJ-based elicitation and the TA-based elicitation resulted in a specification of all ISO/IEC 9126 quality characteristics with weights and their rationale in the AAL context. As explained in more details in the next sections, the respective results of the two groups were subsequently compared and consolidated.
Process
This section reports on the process of elicitation of the AAL-specific quality characteristics. In order to ensure, as much as possible, an unbiased and objective process, we combined two independent approaches, namely the DEJ-based process and the TAbased process. Based on two parallel processes, we have instantiated the ISO/IEC 9126 software product quality standard [9] .
Four participants were involved in the elicitation process. Two of them (participants A and B) are experts in AAL and researchers in the fields of welfare technologies and ambient intelligence, respectively. The other two (participants C and D) are researchers in the fields of model-based security and quality analysis. Each participant had at least ten years of professional experience in the respective domain of expertise. Participants A and B performed the DEJ-based elicitation, and participants C and D performed the TA-based elicitation. The instantiation, which was performed independently by the two groups, involved weighting of each quality characteristic with one of three possible marks (High, Medium, or Low) and providing a rationale for the evaluation, as proposed by the ISO/IEC 9126. All the four participants were familiar with the standard beforehand and actively used it during the marking process, in order to retrieve the correct definitions of the quality characteristics. As illustrated by Figure 1 , the process undergone involved the following steps during the two above mentioned independent directions: -TA-based elicitation: AAL quality characteristics elicitation by participants C and D. This part of the process involved a thematic analysis of the above mentioned AALIANCE Roadmap [14] with respect to quality aspects. The AAL quality related contents extracted were coded and the codes were categorized in the form of overall quality characteristics. The two participants independently obtained 8 and 7 categories, respectively. The underlying codes for each category were documented. The number of categories was not pre-determined and the possible categories were not pre-defined. Based on the codes (i.e. their frequency of occurrences) and categories obtained, the quality characteristics from ISO/IEC 9126 software product quality standard were weighted. While the thematic analyses by the two participants were performed independently, the weighting was made during a joint session. The rationale was documented with references to the results of the thematic analyses. -DEJ-based elicitation: AAL quality characteristics elicitation by participants A and B. This part of the process involved expert judgments in weighting quality characteristics from ISO/IEC 9126 software product quality standard with respect to AAL in general and to the universAAL reference architecture [13] in particular. This was performed in the form of a workshop and the rationale for each weight was documented.
The comparison and consolidation step was an overall consideration of all results by all participants, where an agreed weight was assigned to each quality characteristic. The weights which had full matches needed no further consolidation, while the ones that deviated between the two elicitation approaches were consolidated by comparing the rationales and agreeing upon a single weight.
Results
This section presents the results of the elicitation. First, we present the results of the thematic analysis and the subsequent categorization. Then we present the weights and the underlying rationales obtained by instantiating the ISO/IEC 9126 by the DEJ-based and the TA-based approach, respectively. Finally, the results of the comparison and consolidation are summarized.
The thematic analysis and categorization of terms. The thematic analysis provided categories of non-functional characteristics extracted from coding the AALIANCE Ambient Assisted Living Roadmap. The categories obtained by participant C were: adaptive (18), availability (7), interoperability (23), reliability (13), security (25), usability (14) , embedded (1) and cost awareness (3). The categories obtained by participant D were: embedded (4), adaptive (48), available (11), interoperability (25), security (31), user friendly (22), compliance (1) . The numbers in the parentheses represent the number of occurrences of the relevant codes. All codes collected were distinctly included in one of the categories. For example, the category available obtained by participant D, included the following 11 codes: always on, access, ease-of-use, available (3), connected (2), interaction (2), and availability of information. Full traceability to the sources of the codes in the AALIANCE Ambient Assisted Living Roadmap has been documented. Note that there are some discrepancies between the underlying numbers of codes for same categories deduced by C and D. This is due to independent coding and categorization approaches by these two participants.
Weighting of quality characteristics. Table 1 presents the results of the instantiation of ISO/IEC 9126 with respect to AAL. The first column specifies the name of the quality characteristic. The first six characteristics are external and internal, while the remaining four ones are quality in use characteristics as defined by ISO/IEC 9126. The second column presents the weights assigned to the quality characteristics during the DEJ-based elicitation (by participants A and B). The third column specifies the weights assigned to the quality characteristics during the TA-based elicitation (by participants C and D). The fourth column lists the consolidated weights (by all four participants).
Rationale for weights provided by participants A and B. While weighting the quality characteristics, participants A and B argued that the AAL services distinguish from software/services in general in the sense that the latter can be assigned requirements by being considered in isolation. The AAL services must, however, function in close interaction with humans, and are often embedded. A and B argued that high importance of functionality characteristic is due to its security sub-characteristic. Privacy and data protection needs are grounded in sensitive health information, personal information and other sensitive information. Interoperability (sub-characteristic of functionality) is important due to the heterogeneous and dynamic nature of the AAL systems, as well as many components having different configurations. Reliability should have medium weight as most AAL services/systems are dedicated to empowerment and quality of living, and are not life sustaining. Usability should be high, since consumers of the AAL services typically are novices with limited experience with the AAL technology. The expectation of minimal interaction is present at both user and care giver side, but this can be changed over time when AAL has become more widespread. Efficiency was weighted low, since AAL services seldom have real-time requirements and are not life sustaining. Some components (e.g. mobile entities and sensors) may, however, require low energy and broadband consumption. Maintainability scored medium due to the need for analyzability and early detection of faults, which is crucial for trust. AAL systems must also be easy to test, update and perform changes on, in addition to being stable during modifications. Portability was argued to be highly important due to the need for installability and co-existence. Additionally, limited technology mastering at the consumer and care giver side, varied application areas of the components, as well as frequent need for adaptation make portability important. Effectiveness (which stresses the functionality) was assigned high importance primarily for the assisted person, and secondarily for the care giver. The high importance of productivity is assigned primarily from the perspective of the formal care giver, provided the objective to improve efficiency of the welfare sector. The medium importance of safety is due to the fact that many AAL services are not safety critical or life sustaining, but rather a supplement to the existing care services. The high importance of satisfaction is due to the voluntary adoption of the AAL services by the assisted person. As such, the services should be positively experienced. For formal care givers, satisfaction is important due to the AAL market domain being rather immature.
Rationale for weights provided by participants C and D. Rationale provided by C and D was solely based on the results of the thematic analysis (based on the relevance of the related categories for the quality characteristics, as well as number of underlying codes for each category). Thus, when providing the rationale, C and D jointly linked the relevant above mentioned categories that have been extracted, to the ISO/IEC 9126 quality characteristics. The links were as follows (where the italic categories stem from the thematic analysis conducted by D and the underlined ones stem from the thematic analysis conducted by C): functionality (interoperability, security, interoperability, security), reliability (security, reliability), usability (userfriendly, usability), efficiency (no categories found), maintainability (adaptive, interoperability, adaptive, interoperability), portability (adaptive, interoperability, adaptive, interoperability), effectiveness (user-friendly, adaptive, available, usability, availability), productivity (no categories found), safety (security, user-friendly, security, reliability, usability), satisfaction (no categories found).
Comparison and consolidation of the results. The results of the elicitation show almost full agreement between the two approaches. Functionality, usability, portability and effectiveness were evaluated as highest priority quality characteristics in both approaches. Reliability and maintainability were assigned medium weight, and efficiency was assigned low in both approaches. The only deviation of the results between the two approaches arose with respect to weights of productivity, satisfaction, and safety characteristics. The former two could not be linked to any category in the rationale by the TA-based approach. Moreover, there was in the TA-based approach some uncertainty in the rationale for safety and efficiency. The weights of these four characteristics were by far most uncertain ones in the TA-based elicitation. The reason is that the TA-based approach analyzed only the AALIANCE Ambient Assisted Living Roadmap and extracted solely quality-related aspects. Therefore, the consolidation relied more on the DEJ-based weights of these four characteristics. The TA-based weights of the overall six quality characteristics were considered to be substantiated with higher reliability compared to the weights of productivity, satisfaction, safety, and efficiency. The TA-based weights of those six characteristics were moreover consistent with the DEJbased ones. Therefore no further consolidation of these was needed. The consolidation has assumed that the DEJ-based weights are relatively reliable due to the DEJ-based weights being founded on the expertise of the participants in the AAL domain, as well as due to the generality of the universAAL reference architecture. Thus, the consolidation of the deviating characteristics concluded that productivity and satisfaction should be assigned high weight, while safety was assigned medium weight. All ISO/IEC 9126 quality characteristics have been covered. No need for specifying any additional AALrelevant quality characteristics was discovered in any of the two elicitation approaches.
Discussion
The validity [5] of the findings depends to a large extent on how well the threats have been handled. Validity focuses mainly on aspects such as correctness of set-up, quality of process, composition of participants, and accuracy of measurements. Reliability, on the other hand, is concerned with demonstrating that the process can be repeated with the same results. Among the main questions are: did we objectively extract the relevant codes and categories during the thematic analysis; did the participants have the same understanding of the underlying AAL needs; did the participants consistently interpret the quality characteristics; is counting of code occurrences in the thematic analysis fair, since their number is not necessarily proportional to their importance; is the composition of the participants representative; are the AALIANCE Roadmap and the universAAL reference architecture representative as the underlying documentation; are the findings applicable for AAL in general and all instances of AAL?
One of the major threats to validity is the possible bias of the thematic analysis. Both the subjective nature of it and the fact that the number of code occurrences (in the AALIANCE Roadmap) may be a weak indicator of importance, are two obvious threats. The first one was addressed by independent analysis of the two participants (C and D). Nevertheless, we acknowledge that solely counting the number of occurrences obviously imposes a threat to validity. The differences of the categories deduced in the thematic analysis also indicate the subjective nature and partial discrepancies. The second threat was addressed by having both TA-based and the DEJ-based approaches. However, the DEJ-based approach also has uncertainties which at a few occasions could be observed in the form of disagreements between the participants A and B. The discrepancies of the results between the two approaches indicate partial uncertainty of the results in general. Moreover, we have used abstract specifications of the AAL (Roadmap and Reference Architecture). It is uncertain to what degree the set of proposed characteristics (or different subsets thereof) are relevant for specific instances of AAL systems and services. Thus, validation in different instances and using different expert groups is needed. Further validation of the results and evaluation of the approach have therefore to be part of the future work.
Thus, due to the subjective nature of the problem, the conclusions are far from being definitive. Preferably, more experts should have been involved to reduce the bias. Nevertheless, we argue that this paper proposes an initial set of weighted characteristics that should be considered in AAL. In addition, the paper proposes an approach for doing the elicitation in practice by combining two methods (TEJ-based and TA-based). As a part of the validation, the approach can in the future be applied by other researchers in the field. More iterations on the different data sets and by the different communities, may gradually result in more reliable elicitation of quality characteristics.
Related Work
Multiple national and European research projects have aligned efforts in the fields of AAL [1, 2] . They have, however, mainly concentrated on specification and development of AAL platforms. As a result, well-known AAL platforms have emerged, such as universAAL [12] , OASIS [10] and OpenAAL [11] . These platforms address the different quality requirements to a varying degree, without systematically following any specific framework. Therefore, the quality in the respective platforms is difficult to compare, measure and assess. The relevant research initiatives have so far mainly focused on the functional aspects of the AAL systems, without proposing a common ground for quality handling in AAL.
Antonio et al. [4] have evaluated the leading AAL platforms with respect to a set of pre-selected quality characteristics. Their work differs from ours in three manners: 1) the rationale for selection of the quality characteristics is not presented and we do not know to what degree it has been systematic; 2) the quality characteristics selected have been treated as equally important; and 3) they have evaluated fulfillment of the selected quality characteristics in the context of AAL platforms, not AAL systems and services in general.
Walderhaug et al. [16] argue that most of the AAL systems developed address the needs of the end users but have failed to achieve a large market penetration. They argue that this is primarily due to not sufficiently addressing the quality requirements posed by the health care organizations. They present the initial steps towards a framework for measuring quality by building on relevant ISO standards. In their paper, Walderhaug et al. pinpoint selected quality characteristics and argue, based on their experience, for the importance of those characteristics. Our approach differs by making the elicitation systematic through instantiating the ISO/IEC 9126 standard and weighting the quality characteristics relative to each other.
Conclusions and Future Work
This paper has been motivated by the lack of explicit specification of the most important non-functional requirements for the AAL systems and services. We propose an approach to elicit, weight and document such requirements in the AAL context. We have experienced that the approach undergone provides valuable knowledge about the AAL in general and its quality requirements in particular. We also provide an initial overview of the important quality characteristics of AAL. These characteristics can be understood as a necessary and adequate complement to existing reference architectures, and serve as guidance for service developers and providers. As such, our results contribute to a common understanding of what AAL is.
Our ongoing and future work includes further validation of the results presented, as well as development of a method for assessing quality fulfillment in AAL. This method is intended to be based on methods for security risk assessment and modeling.
In addition, we intend to facilitate use of templates and checklists in order to improve efficiency and correctness of the AAL-specific requirements elicitation.
